
Contact Website:  PSecured.eu,
LinkedIn.com/in/petr-pospisil111

About me A cybersecurity consultant with an overlap in multiple topics, starting with
Penetration Testing experience and continuing into Security Operations.

Core skills and focus:
➡ ️ Security Operations
➡ ️ Threat Detection
➡ ️ Incident Response
➡ ️ Threat Intelligence
➡ ️ Vulnerability Management
➡ ️ Security Architecture
➡ ️ Application Security
➡ ️ Penetration Testing

Scripting:
➡ ️ Python3

Work experience Freelance - Global Jul 2023 — Present

Ahold Delhaize - Czechia Jan 2021 — Jul 2023

Cybersecurity Consultant

Cyber Defense & Operation Manager

Information Security Officer responsible for overall cyber security area with a
primary focus on building Cyber Threat Intelligence service and local cyber
security SME.

Acted as SME for Threat Detection, Threat Intelligence and Vulnerability
Management.
Acted as Information Security Officer for local retail brand, Albert.

Also as global Cyber Threat Intelligence service owner:
Established CTI team and proceseses. 
Evaluated & deployed global CTI platform

Projects:
Migration of legacy Vulnerability Management tool set (Local Tech Lead)
CIS Baselines Deployment within Active Directory 

Primary Tools:
Microsoft Defender, Microsoft Sentinel, Rapid7, Anomali ThreatStream &
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Accenture - Czechia Jan 2020 — Jan 2021

Home Credit International -
Czechia

Mar 2018 — Jul 2019

Tieto, Helsinki - Finland Sep 2016 — Aug 2017

MISP

Security Operations Senior Analyst

Security Operations Senior Analyst at Accenture's Cyber Fusion Center in
Prague.

Performed root cause analysis and incident reviews
Conducted proactive threat hunting based on threat intelligence
Maintained response plans documentation
Mentor junior peers and organized CTF sessions via HackTheBox

https://app.hackthebox.com/profile/20097
Primary Tools:

Splunk, Elastic Endgame

IT Security Assessment Specialist

Penetration Tester within a global IT security department.
Performed penetration tests against Web Application and REST API based
services.
Executed a phishing simulation against the organization.
Tracked the findings and communicated with the stakeholders on
remediation.
Tweaked Web Application Firewall (F5 ASM) to detect common OWASP
TOP 10 attacks.
On boarded previously tested APIs to SIEM for monitoring.

Primary Tools:
Burp Suite Pro, OWASP Zap, QRadar

Security Developer

Joined Gen-T internship with Tieto within Security Services as a trainee.
Automated SOC playground deployment via TerraForm, Packer, Vagrant 
IAM Solution Support

Certification GIAC Certified Detection Analyst (GCDA)
GIAC Cyber Threat Intelligence (GCTI)
CompTIA Advanced Security Practitioner (CASP)
Splunk Certified Enterprise Admin
Certified Red Team Professional (CRTP)
Microsoft Certified: Security Operations Analyst Associate
Certified Professional Penetration Tester (eCPPT)
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CompTIA PenTest+
CompTIA Cybersecurity Analyst (CySA+)

Education Erasmus - 1 year exchange Aug 2015 — Jun 2016

Bachelor degree 2012 — 2015

University of Stavanger - Norway

Degree: Information Technology
Security and Vulnerability in Networks

Implementation of symmetric Feistel cipher and asymmetric RSA cipher in
Python.
https://github.com/SleepyLctl/Ciphering

VŠB - Technical University of Ostrava - Czech Republic

Degree: Information and Communication Technology
Field of study: Mobile Technology

Language English: C1
Czech: Native
Russian: A2
Spanish: A2

Public Talks Informal talk on OWASP Czech Chapter - Budget Phishing - 2019

The presentation shows how to easily launch a sneaky, yet simple phishing
campaign without paying big money with only few open-source tools and
cloud-based infrastructure.
https://vimeo.com/383301697

What is cybersecurity? - Czechitas - 2022

Just a short talk about cyber security for the Czech non-profit organization
Czechitas, where I help as a content creator and a lecturer.
https://youtu.be/crO0dXvakrU

Volunteering Lecturer Jun 2022 — Present
Czechitas
As a volunteer, spreads awareness about Cyber Security and passes the
knowledge further as a lecturer.

Cooperates with creating new courses
Helps and supports participants with Q&A
Lectures the developed courses
Promotes via podcasts and public talks
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