
PETR POSPÍŠIL
Freelance Cyber Security Consultant

BASIC INFORMATION
Prague, Czech Republic
petr@psecured.eu
Nationality: Czech
Website: psecured.eu
LinkedIn: linkedin.com/in/petr-pospisil111
Feel free to schedule a virtual call on PSecured.eu anytime.

This resume is made with CVwizard.com.

PROFILE
With years of extensive experience in cybersecurity, I began my journey as a penetration tester, later 
advancing to the role of a senior security analyst. My career then took me to the management level, where 
I served as an Information Security Officer for a global enterprise.

Following this, I transitioned into independent freelance consulting, specializing in short-term projects and 
consulting opportunities. I hold numerous certifications, including GIAC Certified Detection Analyst (GCDA) 
and CompTIA Advanced Security Practitioner (CASP), and I am skilled in Python and various security tools.

My commitment to cybersecurity extends to volunteering as a lecturer for Czechitas, where I play a vital role 
in raising cybersecurity awareness. 

Furthermore, I am a vetted expert within global expert groups, such as the United Nations Development 
Programme's GPN/ExpRes Roster and EU CyberNet, showcasing my exceptional expertise and dedication to 
advancing cybersecurity on a global scale.

I always seek new consulting opportunities. Looking forward to meeting you.

PROJECT EXPERIENCES HIGHLIGHTS 
Co-creation of NPO cybersecurity course 
focusing a SOC analyst content

Establishment of cyber threat intelligence 
capabilities

...

Deployment of modern agent-based 
vulnerability scanning capabilities

CIS baselines deployment within Active Directory
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WORK EXPERIENCE
Freelance Cyber Security Consultant Jul 2023 - Present
PSecured - World
As an independent cybersecurity consultant, I provide my services either as a contractor or consultant with 
multiple services focused on small and medium businesses.

Full portfolio of services, my credentials, and more is available at www.psecured.eu.

Cyber Defense & Operation Manager Jan 2021 - Jul 2023
Ahold Delhaize - Czech Republic
Information Security Officer responsible for overall cyber security area
with a primary focus on building Cyber Threat Intelligence service and
local cyber security SME.

Acted as SME for Threat Detection, Threat Intelligence and Vulnerability Management.
Acted as Information Security Officer for local retail brand, Albert.

Security Operations Senior Analyst Jan 2020 - Jan 2021
Accenture - Czech Republic
Security Operations Senior Analyst at Accenture's Cyber Fusion Center in Prague.

Performed root cause analysis and incident reviews
Conducted proactive threat hunting based on threat intelligence
Maintained response plans documentation
Mentor junior peers and organized CTF sessions via HackTheBox

IT Security Assessment Specialist Mar 2018 - Jul 2019
Home Credit International - Czech Republic
Penetration Tester within a global IT security department with overlap into SOC analysis.

Performed penetration tests against Web Application and REST API based services.
Executed a phishing simulation against the organization.
Tracked the findings and communicated with the stakeholders on remediation.
Tweaked Web Application Firewall to detect common OWASP TOP 10 attacks.
On boarded previously tested APIs to SIEM for monitoring.

Security Developer Sep 2016 - Aug 2017
Tieto, Helsinki - Finland
Joined Gen-T internship with Tieto within Security Services as a trainee.

Automated SOC playground deployment.
IAM Solution Support

EDUCATION
Exchange - Erasmus 2015 - 2016
University of Stavanger

Bachelor Degree - Information and Communication 
Technology

2012 - 2015

Technical University of Ostrava
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CERTIFICATIONS AND AWARDS
GIAC Certified Detection Analyst (GCDA)
GIAC Cyber Threat Intelligence (GCTI)
CompTIA Advanced Security Practitioner (CASP)
Splunk Certified Enterprise Admin
Certified Red Team Professional (CRTP)
Microsoft Certified: Security Operations Analyst Associate
Certified Professional Penetration Tester (eCPPT)
CompTIA PenTest+
CompTIA Cybersecurity Analyst (CySA+)

COURSES
SANS FOR508: Advanced Incident Response, Threat Hunting, and Digital Forensics
SANS SEC530: Defensible Security Architecture and Engineering: Implementing Zero Trust for the Hybrid 
Enterprise
SANS SEC540: Cloud Security and DevSecOps Automation

PUBLIC TALKS
What is cybersecurity? - Czechitas 2022
Short talk about cyber security for the Czech non-profit organization Czechitas, where I help as a content 
creator and a lecturer.
https://youtu.be/crO0dXvakrU

Informal talk on OWASP Czech Chapter - Budget Phishing 2019
How to easily launch a sneaky, yet simple phishing campaign without paying big money with only few 
open-source tools and cloud-based infrastructure.
https://vimeo.com/383301697

VOLUNTEERING
Lecturer Jun 2022 - Present
Czechitas
As a volunteer, spreads awareness about Cyber Security and passes the knowledge further as a lecturer.

Co-leads the development and direction of cybersecurity courses
Cooperates with creating new courses
Helps and supports participants with Q&A
Lectures the developed courses
Promotes via podcasts and public talks

LANGUAGES
English

Russian

Czech

Spanish
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ORGANIZATION MEMBERSHIP
Pre-vetted expert within GPN/ExpRes roster in United Nations 
Development Programme

Aug 2023 - Present

The GPN/ExpRes Roster is a deployment mechanism maintaining pre-vetted consultants for immediate 
support to UNDP HQ and Country Offices. The Roster holds over 4,000 vetted experts. Many of the experts on 
the GPN/ExpRes Roster are the best in their fields with ranging levels of expertise starting at P-3 
(international professional) level. All experts on the GPN/ExpRes Roster have been thoroughly vetted by UNDP 
s technical teams.

Vetted expert in EU CyberNet Jun 2023 - Present
Cybersecurity experts are the core of EU CyberNet and instrumental to the objective of building and 
promoting the model of an open, free, secure and stable cyberspace, based on the vision and values of the 
EU. They are a group of people who are ready to share their experiences, to contribute to capacity building 
initiatives and to provide their expertise to EU’s efforts in the partner countries. This also provides for a better 
use of the valuable human resource and know-how that forms a critical building block of the Union’s daily 
cyber security.

SKILLS
Penetration Testing

Security Architecture

Endpoint Security

Security Awareness and Training

Python

Security Operations

Application Security

Incident Response and Management

Threat Intelligence

TOOLS
Azure Sentinel

Microsoft Defender for Endpoint

Rapid7 InsightVM

M365 Security

Splunk Enterprise

Burp Suite

Wazuh

HOBBIES
Travel the places where no one goes

Learning new languages

CTFs & red team simulations

Classic rock, metal
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